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Introduction

NoahFace provides iPad and mobile clocking solutions that integrate with KeyPay. These
solutions include:

Clock In/Out. Staff clock in at the start of their shift and clock out at the end of
their shift, with the captured data populating KeyPay Timesheets.

Task Tracking. Staff clock whenever they start a new task (or work type), as well
as at the end of their shift. These tasks are mapped onto Locations or Work Types
in KeyPay Timesheets.

Attestation. When staff clock in at the start of their shift they are required to
attest to health or safety policies.

Job Tracking. Staff record their work on each individual job, by job number and
optionally by job/work type.

You can see examples of these capabilities below:

Hello John Hello John Hello John

Select Clock In or Clock Out to record your event. Select the task you are starting or clock out if you are finished. Please answer each question and press Clock In.

Cancel

Clock In Clock Out

~

=

—

A

Not Me Cancel Not Me Cancel Not Me

. . . In the last 14 days have you had a sore
Manufacturing Loading Maintenance throat or flu-like ysympmr)nsﬁ es No

In the last 14 days have you had contact
with anyone who has been diagnosed with Yes No
COVID-19?

In the last 14 days have you visited any
COVID-19 hotspots?

CIDCk 0 i m

Yes No

1 10O

This document is intended for payroll and time and attendance specialists that are
installing NoahFace with KeyPay. It should be read in conjunction with the NoahFace
Setup Guide and relevant KeyPay documentation.

© 2019 Noah Facial Recognition Pty Ltd. Page 2



Solution Architecture
The diagram below illustrates the overall solution architecture when NoahFace is

integrated with KeyPay:

KeyPay

REST API

HTTPs
Employees Events

HTTPs HTTPs HTTPs HTTPs

: /:) . . . @ : § kmﬁi ......... .,._x

goa ¢t

= =
NoahFace Go Clock In/Qut Task Tracking Compliance Job Tracking Administration

In this diagram you will notice:

e Both NoahFace and KeyPay are Cloud based platforms.

e The NoahFace platform pulls the list of employees from KeyPay to NoahFace via
the KeyPay REST APIs.

e The NoahFace platform pushes clocking events to KeyPay via the KeyPay REST
APIs.

e The NoahFace App runs on-premise on iPads. Multiple iPads with different screen
types can be supported over one or more sites as needed.

e The NoahFace App connects to the NoahFace platform via the NoahFace REST
based APIs.

The NoahFace App is capable of running in environments with intermittent network
connectivity, and will re-sync itself whenever a network connection is available.
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KeyPay Account Setup

This section outlines the steps involved in preparing your KeyPay environment to
connect NoahFace. If you need assistance with any of the steps in this section, please
contact KeyPay directly.

Creating an API Account

The API Account that NoahFace uses is just a regular user of your KeyPay system. While
you can use an existing KeyPay login, it is strongly recommended you create a dedicated
login that is used exclusively by the NoahFace platform for each business. To do this, just
add a user in KeyPay and specify a unique email address and name:

Dashboard / Demo Business /| Manage Users / Grant User Access

- . 0
LB Demo Business Settings EEZZES
A BUSINESS SETTINGS i
% FUSINESS SETTINGS Grant / Edit User Access
¥ Details
E E) Payment Files
a2 ATO Settings @& Manage Users
ﬁ I Pay Slips
I/ Employing Entities You can grant access 19 an e;f\stmg user by emer\ng.lhe\r email
o o address below. Alternatively, if you enter a new email address, a
#= Chart Of Accounts new user will be set up with access to this record.
- @ Opening Balances
@ Superannuation Email address Name
9‘ PAY RUN SETTINGS noahface@yourcompany.com NoahFace API
¥ Pay Schedules
Access level
m @ Locations
[2] Pay Categories Full Access Restricted Access
¥ Leave Categories Grant access to every Employee Group Restricted user to selected Employee
and Location Group and Location
@ Deduction Categories
W Expense Categories

h Employer Liability Categories Cancel
+ Qualifications

The email address has to be able to accept notifications for you to complete your account

activation process.
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Your API Key

Login to KeyPay as your NoahFace API Account and select your account details:

My Account
Account Details
Name NoahFace API

Time Zone (UTC+10:00) Canberra, Melbourne, Sydney

API Key OUcvVVhOSjgzMFINUGNHCUVITUIKWXBUTk8zdkJZ L&} Change API Key K2R

| would like to receive product update email notifications

Keep me updated on events, offers, and marketing communications (we promise
we won't spam you!)

You will see the unique API Key for this user displayed on this page. Copy this to the
clipboard and save it (securely), as you will need it to setup NoahFace account.

Granting Kiosk Access

In order for events to be sent from NoahFace to KeyPay, employees must be granted
Kiosk access. This can be done under:

Payroll Details / Time and Attendance / Employee Access

™ Time snd Atendance
{8 Demo Business Settings EEEES
CA .
[ : Time & Attendance
& Duk
] =
@ _ >
A i
. E t
B @ Employee Acces:
Enable / disable employee's access to clack on / clock off kiosks.
@ !
(=] Employee’s sign into the time & attendance kiosks by using their Employee ID and a PIN code.
L:J Q@
o Al s Revoke Access.
x
(=) Name Email Employee ID
&
& (V] Adrian Smith drian@hotmail.cor 2479638
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Sites

You should create one site in NoahFace for each physical work location you have:

—
O FACE Sites Access points Users Rules
Overview
Name Type
NOAHFACE General
Sites

New South Wales

Queensland

Victoria

Events Reports MA  Mr Access -

Facility code Data storage
NA Cloud

+ Add site

If you have only one work location, you can rename the default “Head Office” site.

If your Locations in KeyPay represents physical work locations, create your sites in

NoahFace with exactly the same names. This will ensure that your KeyPay users are

mapped to the corresponding sites in NoahFace based on their Primary Location.
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Synchronising Users

The list of active employees in KeyPay is automatically synchronised to NoahFace. You
simply add, modify, and delete employees in KeyPay, and these changes will be
propagated to NoahFace.

To setup synchronisation, select Add Synchronisation under the Users menu in

NoahFace, select a Type of “KeyPay”, and enter the connection information (ie: API Key
and Business Name) for your KeyPay system.

Add Synchronisation

All Users -
'a ) )
Send registration °
Synchronise global pick lists L]

KeyPay -

QWEKICNBMBIUYICGKIH<NILHGDJHCA
Acme Corporation

All -

Add

The non-connection related fields are explained in the following sections.
Note: For KeyPay, there are only very rare circumstances when you would ever need

more than one synchronisation. See the Group, Timesheet Filter, and Group Filter

settings for more information.
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Group
The Group defines the scope of the synchronisation.

If you are not using NoahFace for Visitor Registration, then it is recommended that you
leave the Group set to “All Users”.

If you are using NoahFace for Visitor Registration, then it is recommended that you
create two NoahFace Groups called “Employees” and “Visitors”, and you set the Group to
“Employees”.

In both cases, if you need to limit which employees are copied from KeyPay to NoahFace,
use the Timesheet Filter and Group Filter options described later.

Schedule
You can schedule the synchronization to run either once every day, only on weekdays, or
periodically every hour or half hour (depending on your subscription).

Send Registration

If you enable the switch “Send registration” for your synchronisation, NoahFace will
automatically allocate and send registration details (eg: a passcode) to each user the first
time they are replicated. For this to work, you must populate either the “Email” or
“Mobile Phone” fields (or both) for each user in KeyPay.

Synchronise Global Pick Lists
If you choose to, you can synchronise global pick lists from KeyPay to NoahFace, which
can then be used for Task Tracking / Job Costing purposes. The following global lists are
synchronised:

e $1 = Locations.

e $2 =Work Types (Primary Pay Category).

e $3 =Work Types (Pay Category).

e $4 = Work Types (Shift Conditions).

Note: If you have multiple user synchronisations, you should only enable global pick list

synchronisation on one of them.
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Timesheet filter

If only some of your employees need to use NoahFace, it is possible to replicate only a
subset of users from KeyPay to NoahFace based on their Timesheets attribute (under Pay
Run Defaults in KeyPay). The options are as follows:

Timesheet filter Meaning
All Replicate all users.
Enabled Replicate only those users that are set to:

“Use timesheets to submit all time worked”.

Enabled for exceptions

Replicate only those users that are set to:
“Use timesheets for exceptions only (eg: overtime)”.

Disabled Replicate only those users that are set to:
“Do not use timesheets”.
Not Disabled Replicate only those users that are set to:
“Use timesheets to submit all time worked” or
“Use timesheets for exceptions only (eg: overtime)”.
Group filter

You can restrict which groups of users are copied from KeyPay to NoahFace. To do this,

specify a comma separated list of groups you want copied. For example:

Group filter

Meaning

Perth

Only copy users that are in the “Perth” group.

Sydney, Brisbane, Perth

Only copy users that are in the “Sydney”, “Brisbane”, or
“Perth” groups.

'Management

Only copy users that are not in the “Management” group.

Sales, Support,

'Management

Only copy users that are in the “Sales” or “Support” groups
and are not in the “Management” group.

Filtering by Location is best achieved by creating a group in KeyPay (eg: called

“NoahFace Users”) that lists all the Locations you want synchronised, and then filtering
by that group. That allows you to easily maintain your “NoahFace Users” from inside the
KeyPay environment.

Recommended Rollout Process

If you turn on the “Send registration” switch, registration details (eg: passcodes) will be
allocated and sent by NoahFace as soon as a synchronisation is performed. So, if you
intend to use this capability, the timing of your first synchronisation is very important.
We would strongly recommend that you do not perform a synchronisation (with this

switch turned on) until you have communicated with employees about the rollout of
NoahFace. If you have large numbers of employees, then it is often advisable to also make
use of group filtering, so you can roll out NoahFace to one group of employees at a time.
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Verification

To verify your setup is correct, you should perform an initial synchronisation manually
by selecting the “Sync” menu next to your synchronisation:

Lot
() FACE Sites Access points Users Rules
e oroues
Group Type Schedule
KeyPay Users KeyPay Hourly

Events Reports MA  Mr Access ~
+ Add Synchronisation
as nc
2019-12-2412:38:45 see

Assuming it was successful, you will see your users under the Users menu:

-

Events

Reports

e FACE Sites Access points Users Rules
Groups Synchronisation
Q search user by name or email
Name Site
Amanda NA
Amanda Slater
Ando NA
Ando Tomkin
Andre NA
Andre Atton
Arun . NA
Arun Bhandari

© 2019 Noah Facial Recognition Pty Ltd.
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KeyPay Users

KeyPay Users

KeyPay Users

KeyPay Users

MA  Mr Access =

52 /100
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User Groups

You can also synchronise your user group memberships from KeyPay to NoahFace. This
is important because it allows you to maintain your group memberships within KeyPay,
while leveraging your groups in NoahFace in Reports and Access Rules. For example:

e Ifyou have a multi-site deployment, you might create a group for each site, and
then create an Access Rule for each site which restricts the employees that have
access using these groups.

e Ifyou are using NoahFace Go, you might create a group called “Mobile Users”, and
then create an Access Rule which restricts the employees that have access to your
mobile Access Point using this group.

To create a group in KeyPay, navigate to:
Payroll Settings / Manage Users / Manage Employee Groups

and create your named group:

Create Employee Group

Name

Mobile Users

Employees must match

O all criteria
® any criteria
Criteria
Employee v is one of v

x Bill Zastrow = x Geoff Cropley = x Joe Blow

© Add another criteria

3 matching employees

Note: Groups that use any combination of Primary Location, Primary Location or Parent,
Employee, Employment Type, and Tag criteria can be automatically synchronised to
NoahFace.
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To create a group in NoahFace, navigate to:
Users / Groups

And create your named group:

Mobile Users
Group members

There are currently no members.

Press + to add members.

Done

Once you perform a user synchronisation, you will see that your group memberships
have also been synchronised:

Users / Groups /| Mobile Users

Name Site
i?_-“l Geoff Melbourne see
<5 Geoff Cropley
-
Joe
7 7] Melbourne .
~ Joe Blow
fﬁ ‘ Bill
.. Melbourne
= William Zastrow
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Adding Users using the NoahFace App

There are situations where it is desirable to add users using the NoahFace App. For

example, when new employees start work before the payroll or human resources team

have added these new employees into KeyPay, and you want to record their hours.

To enable adding users via the NoahFace App, simply configure it in the Screen Details of

your Access Point Type as follows:

Option Meaning Default
add Allow users to be added via the NoahFace App. false
firstlen The minimum number of characters for the user’s |2
first name.
lastlen The minimum number of characters for the user’s 2
last name.
phonelen The minimum number of characters for the user’s 10
phone number.

For example, you may set your Screen Details to:

mode=break, add=true, firstlen=3

In your Notification, make sure the “Automatically add new users” switch is on.

© 2019 Noah Facial Recognition Pty Ltd.
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A manager can then press the add icon on the Users page in the NoahFace App, enter the
employee’s details, optionally select a profile picture for them, and press Save:

10:35 am Sat 4 Sep = 100% (4
< Cancel User Details Save
New User

User Number

First Name Adam

A Last Name Anttelope
- Preferred Name

~— Mobile Phone 0414555555

The new employee will be immediately allocated and sent a passcode (if appropriate), and

they will be automatically created in KeyPay as soon as they register.

Note: Your iPad must be connected to the network to add users, so that they can granted

access and sent a passcode if/as appropriate.
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Notifications

You should create a Notification to send clocking events to KeyPay. Assign an appropriate
Name, a Type of “KeyPay” and the connection information (ie: the API Key and Business
Name) for your KeyPay system as follows:

X

Add Notification
Send to KeyPay
KeyPay -
QWEIHGIKCOIYBCGHIFGUYLKNHVHGYUJ
Acme Corporation
NoahFace
User -
None -
None -
None -

Add

The non-connection related fields are explained in the following sections.
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Kiosk Name

Specify the name of the “kiosk” in KeyPay that you want to send events to. The Kiosk
will be created automatically in KeyPay and its timezone will be set to your organisation’s
timezone. You can instead refer to an existing KeyPay kiosk, but if you do this you must
manually set the timezone on that kiosk.

Note: If your business operates across multiple time zones, you need to use a different
kiosk name for each time zone.

Automatically add new users
If this switch is on, users created in NoahFace will be automatically created in KeyPay
when they register in NoahFace.

Location
Specify where you want the “location” (or cost centre) to be obtained from when

populating KeyPay timesheet entries. The options are:

1. User. The employee’s “Primary Location” or cost centre. You can assign an
employee’s “Primary Location” under “Employee List / Pay Run Defaults” in
KeyPay.

2. Kiosk. The kiosk’s “Location” or cost centre. You can assign a kiosk’s “Location”
under “Payroll Settings / Time and Attendance” in KeyPay.

3. Roster. The “Location” associated with the employee’s rostered shift. You can
assign Rostered Shifts to employees under “Rostering” in KeyPay.

4. Event. The NoahFace event — that is, from data collected when the user clocked
in. This might be based on the Task Button they pressed or on the value they
selected from a popup list of Projects.

Note: If you are assigning your Location or Work type from the “Roster”, when an
employee Clocks In, NoahFace will search the roster for a matching shift. A shift is
considered matching if:

e Itisassigned to the employee.

e It is no more than two hours before the start of the rostered shift.

e Itis not after the end of the rostered shift.

So even if an employee arrives early for their shift, the Location and/or Work type will

still be assigned appropriately. If there is no rostered shift for the employee, the
employee’s “Primary Location” or cost centre will be used instead.
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Work Type
Specify where you want the “worktype” to be obtained from when populating KeyPay
timesheet entries. The options are:

1. Roster. The “Work type” associated with the employee’s rostered shift. You can
assign Rostered Shifts to employees under “Rostering” in KeyPay.

2. Event. The NoahFace event — that is, from data collected when the user clocked
in. This might be based on the Task Button they pressed or on the value they
selected from a popup list of Work Types.

3. None. That is, leave the Work type empty.

Shift Conditions
Specify where you want the “shift conditions” to be obtained from when populating
KeyPay timesheet entries. The options are:

1. None. That is, leave the Shift Conditions empty.
Event. The NoahFace event — that is, from data collected when the user clocked
in. You would usually use this with a muli-select pick list on clock in, so that users

can select their shift conditions.

Note: To populate timesheet “shift conditions”, you need to ensure that you have first
synchronised the list of possible shift conditions to NoahFace. This is done by enabling
the “Synchronise global pick lists” option in your user synchronisation.

Notes
Specify where you want the “notes” to be obtained from when populating KeyPay
timesheet entries. The options are:

1. None. That is, leave the Notes empty.
2. Event. The NoahFace event — that is, from data collected when the user clocked

in.

Note: Timesheet “notes” are always populated from the event data for clock out events.
This allows you to control whether they are also populated for clock in events.
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Access Point Types

You should create an Access Point Type for your clocking kiosks. Assign an appropriate
Name and the Notification you previously created. The Screen Type and Screen Details
should be set based on your business requirements.

The most common examples are explained in the following sections.

Note: If your business operates across multiple time zones, create one Access Point Type
for each time zone, each associated with its corresponding Notification.
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Simple Clock In/Out
For Clock In/Out Solutions, you should select a Screen Type of “Clock In/Out”:

Screen type

Clock In/Out v

Screen details

The screen presented to employees will then be similar to the following:

Hello John

Select Clock In or Clock Out to record your event.

Clock In Clock Out
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Location Selection

For solutions where you want employees to select a project / customer / job whenever
they clock in, and they may need to change their project / customer / job selection
throughout the day, you should select a Screen Type of “Clock In/Out” and reference the
Location global list.

Clock InfOut v

in=Start Work:list:Project:$1

The screen presented to employees will then be similar to the following:

Hello Serena

Select Start Work or Clock Out to record your event.

Cancel Not Me

Select Project

Airport

Tower One v

Start Work

Naval Base

In this case you should make sure that you have assigned the Location mapping to
“Event” in the Notification associated with your Access Point Type.
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Work Type Selection

For situations where you want employees to select a work type whenever they clock in,
and they may need to change their work type selection throughout the day, you should
select a Screen Type of “Task Tracking” and reference the Work Type global list.

Screen type

Task Tracking -

Screen details

mode=auto, name=Work Type, tasks=$2

The screen presented to employees will then be similar to the following:

Hello Fred

Select the Work Type you are starting.

~~ —~~
( [ ]
L —
S
Cancel Not Me
m

In this case you should make sure that you have assigned the Work Type mapping to
“Event” in the Notification associated with your Access Point Type.
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Location and Work Type Selection

For situations where you want employees to select both a project/customer/job and a
work type whenever they clock in, and they may need to change these selections
throughout the day, you should select a Screen Type of “Clock In/Out” and reference
both the Location and Work Type global lists.

Screen type

Clock InfOut v

Screen details

in=Start Shift.dual:Project:Work Type:$1:$2

The screen presented to employees will then be similar to the following:

Hello Issy

Select Start Shift or Clock Out to record your event.

Airport v
Tower One

Naval Base

Design

Construction

Maintenance

Cancel Start Shift

In this case you should make sure that you have assigned the both the Location and the
Work Type mappings to “Event” in the Notification associated with your Access Point

Type.
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Job Tracking

For situations where you want employees to record time spent on jobs (by job number
and work type), you should manage your job numbers in KeyPay as Locations. Then
select a Screen Type of “Job Tracking” and reference both the Location and Work Type
global lists.

Job Tracking -

jobtype=Work Type, joblist=$1, typelist=$2

The screen presented to employees will then be similar to the following:

Hello Bill

Select Start Job to start work.

Not Me Cancel

Not Working 8:16 am

In this case you should make sure that you have assigned the both the Location and the
Work Type mappings to “Event” in the Notification associated with your Access Point

Type.
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Access Points

For each clocking kiosk you should create an Access Point. Assign an appropriate Name,
the Access Point Type you previously created, and the Site:

X
Add access point
Melbourne Clock
Clocking Station -
i
Victoria -
Add

This will allocate you an activation code which is used to connect your iPad. See the
NoahFace Setup Guide for more information.
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Viewing Clocking Events

NoahFace

To view clock entries in NoahFace, simply select the “Events” main menu. You can

browse through or filter the list of events as needed.

 —d
C FACE Sites Access points Users

. &

Events

John

John

John
John

John

John
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Rules Events

Clocking‘Station
Clocking‘Station
Clocking‘Station
Clocking‘Station
Clocking‘Station

Clocking Station

Reports MA  Mr Access v

Face

Face

Face

Face

Face

Face

St

9:02 am
S\):]O‘arn
912 am
?:59 am
10:16 am

10:25 am
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KeyPay

To view clock entries in KeyPay, select the “Live View” report. You will see all clocking
events performed in NoahFace appear in this report in real time. You will see all of the
data captured in NoahFace, including the employee’s name, the type of clocking (ie:
clockin vs. clockout), the date/time, and the clipped photo. For example:

Dashboard / Demo Business /| Reports | Live View
@ Location = Activity List
-
Birkenhead Point _‘PQ.
Brand Outlet B
\‘-ﬁ? =9 t Bridge!
a &
Russell Lea ;s‘w White Bay
B Attendance 2 Cruise Terminal
2 " 5 . eRd . ; Mé
Employees tatus Picture " ot Rozelle 3 Ba
Amanda Slater Rodd Point King Street Wha
s = SEALIF
& m Sydney Aquariu
) &
John MacLean Clocked in - & I m pt m =\
™ oogle i Map data ©2020 Gaogle | Terms of Use | Report a map error
‘.‘P Time Activity Details
an hour ago John MacLean at Fish
™ Time:

;" Work Type: TABLES
Location: Demo Business / Kitchen / Fish

The location and work type attributes will be mapped as defined in your Notification.
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Whenever users clockout, KeyPay will create a timesheet entry for the period of work
between their last clockin and this clockout. You can view these timesheet entries under

Approve Timesheets:

Dashboard / Demo Business | Employee Management | Timesheet Approval

Show timesheets for period Grouped by Status Employee

Week Ending * & 5Jan2020 > Date v Submitted A Select an employee
Location Employee Group Timesheet Costs

Al v Any v Hide Timesheet Costs
A Missing Timesheets The faliowing ave not created timesheets for this period

Mary Adouni, Hugo Alston, Tracey Ardwin, Charisse Armstrong, Andre Atton, mare

Use the buttons below to action timesheets. Click on the group header to select multiple timesheets or on the individual timesheet to select a single timesheet to action.

[T TTER R R L (AR Rl D Undo 0 timesheets @ Clear Selection © Delete 0 timesheets

Employee Status Start End Location Work Type Duration
Timesheet Period Total ‘Oh Om (Oh Om)
Sat 4 Jan 1line pending approval 0Oh Om
John MacLean 411/20 754 AM 4120 7:54 AM Fish KITCHEN Oh Om 4y 0
as well as in the following reports in KeyPay:
e Attendance Report
e Timesheets Report
e Roster vs. Timesheet Comparison Report
The Attendance Report will also include the captured images:
Dashboard | Demo Business | Reparts | Attendance Report
Attendance Report
Date Range:  [) /012020 - 4/01/2020 Location: Al v
Source: | A Employee:  John MaclLean x

Event Type: | Al

[SEMLEEIEN L Excel LCSV  XPDF

Employee Id Employee Visible Event Type Date Time Source Location Map Image Notes
970455 John MacLean No Start Shift 4/01/2020 7:54 AM NoahFace Fish f t
A 5
970455 John MacLean No End Shift 4/01/2020 7:54 AM NoahFace Fish -y
A i
970455 John MacLean No Start Shift 4/01/2020 8:23 AM NoahFace Fish

kisd
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Appendix A: Information Management

This section provides technical details for those interested in information management
and data security.

User Details

The following attributes are stored in the Cloud for each employee:

Attribute Source Details

User Guid KeyPay Automatically generated.
First Name KeyPay

Last Name KeyPay

Preferred Name KeyPay

Phone Number KeyPay

Email Address KeyPay

User Type KeyPay Primary Location

Groups KeyPay Mapped from KeyPay Groups.
Site KeyPay Primary Location

Profile Picture NoahFace User selectable photo or avatar.
Expiry NoahFace Optionally manually entered.

Event Details

The following attributes are stored in the Cloud for each event:

Attribute Source Details

Event Guid NoahFace Automatically generated.

User Guid NoahFace Link to user.

Access Point Guid NoahFace Link to access point.

Timestamp NoahFace

Event Type NoahFace Register, Clock In, Clock Out,
Start Break, End Break.

Event Picture NoahFace Optional.

Location NoahFace Optional (Mobile events only).

Event Details NoahFace Optional data collected (eg: tasks).

Event information is maintained for a defined retention period, which is 90 days by
default. Should you have a need to keep event information longer than 90 days, this
retention period can be extended.
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Biometrics
Biometrics are extracted from photos only if a staff member registers to use NoahFace and
consents. By default, biometrics are maintained only on the iPads on which they are

captured, but they can be optionally pushed to the Cloud if you want to share biometrics
between iPads.

Video

Under no circumstances is video stored.
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Appendix B: Event Mapping

This section explains how each type of event is mapped to KeyPay:

Event Type

Mapping

Clock In
and
Start Job

If the clock status of the user in KeyPay is “Clocked On” or “On
Break”, then the current shift is first discarded. This will change the
clock status of the user in KeyPay to “Clocked Off”. A “Clock On”
event is then sent to KeyPay. This will change the clock status of the
user in KeyPay to “Clocked On”.

Start Task

If the clock status of the user in KeyPay is “Clocked On” a “Clock Off”
event is first sent to KeyPay. This will change the clock status of the
user in KeyPay to “Clocked Off”. A “Clock On” event is then sent to
KeyPay. You would generally map your event details to either the
KeyPay Location or Work Type in your Notification. This will change
the clock status of the user in KeyPay to “Clocked On”.

Start Break

If the clock status of the user in KeyPay is “Clocked On”, a “Start
Break” event is sent to KeyPay. This will change the clock status of the
user in KeyPay to “On Break”.

End Break

If the clock status of the user in KeyPay is “On Break”, an “End Break”
event is sent to KeyPay. This will change the clock status of the user in

KeyPay to “Clocked On”.

Clock Out
and
End Job

If the clock status of the user in KeyPay is “Clocked On”, a “Clock Off”
event is sent to KeyPay . This will change the clock status of the user
in KeyPay to “Clocked Off”.

Note: Any data collected with Clock Out events is sent to KeyPay in
the comments field, so you can easily view this data in KeyPay
Timesheets.

This logic is designed to:

e Allow clocking errors (such as users forgetting to clock off) to be corrected

completely within KeyPay.

e Ensure that clocking errors (such as users forgetting to clock off) only affect one

day, and they do not cascade from day to day.

e Minimise the possibility of Notification errors occurring in NoahFace.
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Appendix C: Configuring Selection Lists

There are two different ways you can configure selection lists (such as the list of Projects,
Customers, Jobs, or Work Types) in NoahFace:

Fixed Lists
To use a fixed list in your Access Point Type, specify Screen Details such as:

tasks=Design;Construction;Maintenance;Other

Global Lists
If you enable the setting “Synchronise global pick lists” in your user synchronisation, the
following global lists will be available:

e $1 =Locations.

e $2=Work Types (Primary Pay Category).

e $3 =Work Types (Pay Category).

e $4 = Work Types (Shift Conditions).

To use a global list in your Access Point Type, specify Screen Details such as:

tasks=$2
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Appendix D: Troubleshooting

Events not Reaching the NoahFace Dashboard
As soon as an event is captured in the NoahFace App, it will be sent to the NoahFace
Dashboard. If the event is not making it to the NoahFace Dashboard, check the following:

e Does the home page of the NoahFace App say it is running “offline”? If so, you
should check your Wifi connection and you Internet connection.

e Isthe event on the Events tab in the NoahFace App and does it have a red
background? A red background indicates the event cannot be sent to the
NoahFace Cloud. You should check your Wifi connection, you Internet
connection, and your NoahFace license.

Events not Reaching KeyPay
As soon as an event is stored in the NoahFace Dashboard, the notification to KeyPay will
be triggered. You can therefore see your events in real time in the KeyPay “Live View”
report. If you can see your event in the NoahFace Dashboard, but it is not making it to
KeyPay “Live View” report:
If the event has a white background in the NoahFace Dashboard, check the following:

e Does the Access Point Type have a Notification associated with it?

e Is the Notification Type set to KeyPay?
If the event has a red background in the NoahFace Dashboard, then an attempt has been
made to send it to KeyPay, but this has failed. If all events are failing, check the
following;:

e Is your Business Name correct on your Notification?

e Isyour API key correct on your Notification?
If only some events are failing, then you should look at the error codes on the failed
events to determine the cause. This is covered in the following section.
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Notification Errors

If an event cannot be sent to KeyPay, it will have a red background in the NoahFace
Dashboard, and you will be able to see an error code on the Event Details page. Possible

values are listed in the following table:

Error | Meaning Resolution

Code

400 Tried to send a clock in or clock out | Verify that the shift has been properly
event to KeyPay which overlaps with | recorded in the employee’s timesheet.
an existing timesheet in KeyPay. This | You can (optionally) clear the event in
is caused by either: NoahFace.

i) A timesheet being created in
KeyPay manually.

ii) Two different and conflicting
sources of events for a user (eg:
NoahFace + WorkZone).

403 User does not have permission to Grant kiosk access to the user in KeyPay,
clock on/off. This is usually caused by | then retry the Notification.
an employee not being granted kiosk
access.

404 The business or the kiosk was not Verify that the business name in KeyPay
found in KeyPay. This is usually matches the business name in NoahFace
caused by either: exactly.

i) Incorrect configuration Edit and re-save your Notifications in
ii) Manually deleting kiosks in NoahFace so that they are re-created in
KeyPay. KeyPay.

409 Tried to create a user in KeyPay with | Delete the user in NoahFace (which will
the same name as an existing user. also delete all events for the user).

If appropriate, adjust the synchronisation
filtering so that the existing KeyPay user
is synchronised from KeyPay to
NoahFace.

500 Tried to send an event to KeyPay for | Have this user clock in/out on a
a user that was synchronised from a | dedicated iPad that is used only by non-
source other than KeyPay. KeyPay users.
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event to KeyPay when the user is
already clocked into KeyPay at a
later time.

This is caused by two different
sources of events for a user (eg:
NoahFace + WorkZone), when the
event has been delayed (eg: if an
access point is temporarily offline

due to a network issue).

Error | Meaning Resolution

Code

1001 | Tried to send a clock out event to The resolution depends on the cause:
KeyPay when the user is not i) Manually create the timesheet for the
currently clocked in. day in KeyPay.

There are two possible causes: ii) Ignore this error.

i) The user forgot to clock in at the

start of their shift and then tried to | In both cases, you can optionally clear
clock out at the end of their shift. the event in NoahFace.

ii) The user clocked out twice.

1002 | The mapped location value was Verify the names of the locations in
invalid for that user. This is usually | KeyPay match the details of the event,
caused by incorrect configuration. then retry the Notification.

1003 | The mapped work type value was Verify the names of the work types in
invalid for that user. This is usually | KeyPay match the details of the event,
caused by incorrect configuration. then retry the Notification.

1004 | Tried to send a clock in or clock out | NoahFace will automatically retry this

event when the user has clocked out.
This will either succeed or it will fail
with a different error. You can
therefore ignore these errors.
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Incorrect Time Zone

When events are sent to KeyPay, they adopt the time zone of the KeyPay kiosk they are
sent to. If you allow NoahFace to create the kiosk automatically, the timezone will be set
on the kiosk automatically. However, if you manually create the kiosk in KeyPay, you
must manually set the timezone on the kiosk.

If the time zone of your events in KeyPay is incorrect, you can adjust it under Payroll
Settings / Time and Attendance.
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