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Introduction
This document is intended to assist NoahFace partners with the process of setting up a new

customer to use NoahFace Go, NoahFace’s mobile App.

Employees can use NoahFace Go to record their Time and Attendance while they are

working from home or from multiple work locations. They can use it to record:

o The time start work, take breaks, and finish work.
e The time they start each task (by task type).
e The time they start each job (by job number and job type).

Managers, Supervisors, and Team Leaders can use NoahFace Go to:

e View the current status of employees and their recent events.

e Receive notifications when employees have been clocked in too long.
e Clock in or out employees who have forgotten to do so.

e Manage ad-hoc work crews and perform group clocking.

e Manage evacuations for employees and visitors.

Note: This document should be read in conjunction with the NoahFace Dashboard Setup
Guide.
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Getting Started

Login to the NoahFace Dashboard and select the organisation that you want to use
NoahFace Go.

Setting up your Sites

If you want to restrict employees so they can only clock on and off while at a work site, or
just map GPS locations to work sites, you need to define a geo-location and radius for each

site. To do this, select the Sites menu and edit each of your sites.
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Once you are satisfied, just press X to close the window and Update the site.
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Adding a Mobile Access Point Type

Select Access Points menu and then the Access Point Types tab, and then press the + Add
access point type button. Set the following options:

o Name. We recommend setting this to “Mobile Access”.
o Platform. This must be set to “Mobile” for NoahFace Go.
e Screen type. Set this to either:
o Clock In/Out.
o Task Tracking.
o Job Tracking.
e Screen details. You can further configure your screen type such as configuring the
list of task types or job types. For more information see:
https://www.noahface.com/mobile-screen-configuration

e Screen timeout. This controls the minumum time between events, and adjusting it
can help avoid accidental “pocket clocking”. The value is rounded down to the
nearest 15 second interval, so we recommend setting it to 15 secs, 30 secs, 45 secs,
etc. Setting it to less than 15 secs will disable timeouts.

e Time. This can be either “Automatic” or “Manual”, and controls how the event times
are captured.

e Location. This controls whether the GPS location of events is captured, and can be
either:

o None. GPS locations are not captured.

o Optional. GPS locations are captured if possible. If it is not possible to capture
the GPS location (eg: because the employee’s phone is not GPS capable or the
employee has not granted location permissions) they will still be permitted to
record events.

o Required. GPS locations are captured. If it is not possible to capture the GPS
location (eg: because the employee’s phone is not GPS capable or the
employee has not granted location permissions) they will NOT be permitted
to record events.

o Mapped. GPS locations are captured and are mapped onto sites. If it is not
possible to capture the GPS location, they will NOT be permitted to record
events. If an employee is not at a known work site, then they will still be
permitted to record events.

o Fenced. GPS locations are captured and are mapped onto sites. If it is not
possible to capture the GPS location, they will NOT be permitted to record
events. If an employee is not at a known work site, then they will NOT be
permitted to record events (they will see the message “You are too far from a
site.”).

NB: If you have Location set to “Mapped”, you can optionally specify a default mapping
using the “unmapped” option in your Screen details.
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https://www.noahface.com/mobile-screen-configuration

Add access point type
Name
Mobile Access

Platform

Mobile v

Screen type

Clock In/Out -

Screen details

Screen timeout

15 secs -
Time

Automatic -
Location

None -
Notification

None -

Add

NB: Generally organisations only have a single mobile access point type. However, if you
have different groups of users that have different needs (eg: different screen types), then you

can setup multiple mobile access point types.
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Adding a Mobile Access Point

Select Access Points menu and then the Access Points tab, and then press the + Add access
point button. Set the following options:

e Name. We recommend setting this to “Mobile Access”.
o Access point type. Set this to the “Mobile Access” type you created.
e Site. This is not important for mobile use, and can be set to any site.

X
Add access point

Mobile Access

Mobile Access v

Head Office -

Add

NB: Generally organisations only have a single mobile access point. However, if you have
different groups of users that have different needs (eg: different screen types), then you can
setup multiple mobile access points.
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Adding an Access Rule

If you want to restrict which users can use NoahFace Go, you need to create an access rule.
To do this, select the Rules menu and then press the + Add rule button. Then set:

® Rule name to “Mobile Access”.
e Access point to your mobile access point (eg: “Mobile Access”).
¢ Rule members to your user group (eg: “Mobile Users”, “Managers”, etc).

If you don’t have an existing group you can use, your options are as follows:

e Ifyou are using NoahFace stand-alone (ie: not integrated with a payroll system), you
can create a new group within NoahFace and maintain the group membership within
NoahFace.

e Ifyou are using NoahFace integrated with a payroll system that supports mapping
groups to NoahFace (eg: UKG Ready, Microkeeper), you can create a group within
your payroll system and maintain group membership within your payroll system.

e Ifyou are using NoahFace integrated with a payroll system that does not support
mapping groups to NoahFace (eg: KeyPay, Payroll Metrics, ELMO Payroll), you will

need to add individual users to your access rule (instead of a group).

You will also need to edit the default “All Access” rule so that it only grants access to your
non-mobile access points. To do this:

o Select Edit next to your “All Access” rule.
e Set the Access Point Type to only reference your kiosk Access Point Type.
e Set the Access Points to only reference your kiosk Access Points.

NB: If all users in your organisation are going to have access to NoahFace Go, you can skip
this step completely as the default “All Access” rule will permit access.

© 2019 Noah Facial Recognition Pty Ltd. Page 7



User Registration
Sending Invitations
To send invitations to users, either:
e Find the user in the Users list, and select “Send Registration” from the context menu

next to the user.
e Set up your user Synchronisation and enable the switch “Send registration”.

NB: Before sending invitations, make sure that you have communicated with your
employees and they are aware of NoahFace Go.
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Accepting Invitations

Users will receive their invitations via SMS if they have their mobile phone number
recorded, and otherwise by Email, so it is important you have one of those contact methods
recorded in NoahFace.

The invitation will contain a message such as the following:

Install the NoahFace Go App and open the following link:
https://dashboard.noahface.com/activate/ ABCDEFGHIJK/1234567890

Users simply need to install the NoahFace Go App and then open the provided link as
instructed. The NoahFace Go App can be found on:

o The Apple App Store for iPhone users:
o https://apps.apple.com/app/noahface-go/id1505978505
e The Google Play Store for Android users:

o https://play.google.com/store/apps/details?id=com.noahface.go

These links can also be found on the NoahFace Web site on the Technology page.

NB: Users must install the NoahFace Go App before they click on the invitation link, or the
link will not work.

NB: Activation links can only be used once. If a user attempts to use their activation link on
a second device, it will not work.
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Reviewing Mobile Events

Events generated by NoahFace Go are very similar to events generated at NoahFace kiosks.
The only differences are:

e Photo. Mobile events don’t have a photo associated with them. Whenever mobile
events are viewed, you will see the user’s profile picture (which may be either a
photo or an avatar) instead of an event photo.

e Method. The identification method for mobile events is set to “Mobile”.

e Access Point. The access point will be set to your mobile access point name (eg:
“Mobile Access”). This allows you to easily filter the event list and the pay cycle

report to only show mobile events.
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If you are tracking locations, you will see the location marker next to your access point. You
can click on the location marker icon to see the location of the event on a map. If you are
using “Mapped” or “Fenced” locations, the Notes field will contain the name of the mapped

site.
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NB: The accuracy of the GPS reading will be visible in the top left-hand corner.
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Manager Use

For organisations with an Advanced or Enterprise NoahFace subscription, managers can

view and manage employees and visitors. This can be used for:
Managing Employees
Managers are able to:

e View the list of employees (and visitors) that are currently clocked in.

o Identify employees that may be fatigued. Employees are ordered by the time they
have been working, and any employees that have been working for more than 12
hours will be highlighted in red.

e Manually clock employees in or out that have forgotten to do so.

e View the recent events recorded for all employees (and visitors).

-

=] [E

=

Seattle 5] &

Started Started

Sofia Rodriguez

[ Clock Out

Meteo Perez
Construction

Meteo Perez

Construction

Manuel Garcia

Construction

Manuel Garcia

Construction

For example, set your Screen details as follows:

in=Start Shift:list: Work Type:Design;Maintenance,; Construction, out=End Shift

NB: Clocking events generated by Managers will be recorded against your mobile Access
Point / Site. If it is important to record events against specific sites, you should consider
either creating multiple Access Points (one per site), or capturing sites automatically using
geolocations.
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Managing Evacuations
In the event of an evacuation, at the muster point site supervisors are able to:

e View the list of employees and visitors that are on site.

e Perform a roll call and tick everyone off one by one.

e Optionally sign everyone out (by pressing the out button on the toolbar).

e Initiate a phone call to anyone who cannot be located (by long-pressing on the
employee or visitor).

Seattle
Started

Peter Parker Peter Parker 5:05am
3 hours

Clarke Kent Clarke Kent 6:00am
Justice League Justice League 2 hours

Bruce Banner Bruce Banner 6:10am
2 hours

Bruce Wayne Bruce W=~ 5:15am
Justice League hours Justice 2 hours
Call Bruce Wayne

Diana Prince v Diana 0414 565 123
Justice League Justice

Cancel
Arthur Curry Arthur "“19am

1hour

Jessica Jones Jessica Jones 8:09am
27 mins

Hal Jordan Hal Jordan 8:20am
Justice League 15 Justice League 17 mins

Oliver Queen Oliver Queen 8:22am
Justice League 3 S Justice League 15 mins

In
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Managing Work Crews

Team leaders of work crews are able to:

e Manage the list of workers assigned to their team each day:

o To add team members, select one or more users from the “In” or “Out” tab,

and press the add button.

o Toremove team members, select one or more users from the “Team” tab, and

press the remove button.

e Clock in and out individual workers (by swiping right or left), multiple workers (by

tagging workers and then pressing the in or out button), or their entire team in a

single action (by simply pressing the in or out button).

e Assign work types and/or record piecework data during clocking.

=

Team 3 = O

Started

Manuel Garcia

Meteo Perez
Avocados

Sofia Rodriguez
Avocados

7:22
« Safari

¢ Home
CROP:

Avocados
Bananas
Dragonfruit
Jakfruit
Mangos

Passionfruit

7229

« Safari

USER:

3 Users

CROP:

Bananas

DATE AND TIME:

7:22am

Start Work

Start Work Bananas at 7:22am.

To enable the team leader functionality, enter "team=true” in your Access Point Type Screen

details. The “Team” tab will become visible in NoahFace Go, as well as the add and remove
buttons in the toolbar. For example:

team=true, in=Start Work:list:Crop:Avocados;Bananas;Dragonfruit;Mangos
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Notifications

Managers can automatically receive notifications when employees and/or visitors are
clocked in for too long:

® Onsite Too Long
X Carlos Lopez has been clocked in since 2:30am

This is useful for fatigue monitoring and to proactively deal with employees and/or visitors
that forget to clock out.

NoahFace Go evaluates employees and visitors in the background to determine if they have

been clocked in for too long (currently this is hard coded to 12 hours). To receive
notifications, NoahFace Go must be left running in the background.
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i0S:
Managers using the NoahFace Go App on iOS need to consider:

e To evaluate notifications, NoahFace Go requires iOS App permissions for:
o Background App Refresh.

e To deliver notifications, NoahFace Go requires iOS App permissions for:
o Notifications.

e iOS permissions can be edited using the iOS Settings App.

o Apple keeps the algorithm used to schedule background activities secret, however,
the more you use an App, the more frequently the background activities will be
scheduled.

e IOS background activities are scheduled no more frequently than at 15 minute
intervals, so the delivery of notifications will never be more frequent than this.

Android:

Managers using the NoahFace Go App on Android need to consider:

e Android background activities are scheduled no more frequently than at 15 minute
intervals, so the delivery of notifications will never be more frequent than this.
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Appendix A: Offline Use

If a user does not have Internet access (either Wifi or 3G/4G/5G) when they attempt to
record an event, the event will be recorded locally and pushed to the Cloud later when
Internet access is available.

If an event has not yet been pushed to the Cloud, it will appear in red in the Activity /
Events page. It will be pushed to the Cloud either:

e When the NoahFace Go App returns to the foreground.

e When the NoahFace Go App is re-started.

e When it is scheduled for a background write by Android/iOS. The schedule for this is
controlled by the operating system, but will be a minimum of 15 minutes into the
future, and on iOS will only occur if the App is running.

11:23 4 o (S84

Activity <

Date

Today Registration
11:22am
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Background writing is controlled and scheduled by the phone operating system (not directly
by the NoahFace Go App), and behaves differently on iOS and Android. Specific settings on
each of these platforms influence this background writing capability and scheduling:

10S
For background writing to operate, go to iOS Settings and:

1. Search for Background App Refresh and make sure:
e This is setto Wi-Fi & Mobile Data.
e The switch for NoahFace Go is turned on.

Android
For background writing to operate, go to Android Settings and:

1. Search for Data Usage Status / Internet Connection Control and make sure:
e Network Permissions are set to: Wi-Fi and Mobile Data.
e Background data is turned on.

2. Search for Power Savings and make sure:
e This is set to either Smart Restriction or Allow Background Running.
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Appendix B: Kiosk Interoperability

It is possible for an employee to use both the NoahFace App (kiosk use) and the NoahFace
Go App (mobile use), even on the same day, within certain constraints as follows:

o Ifauser clocks on at a kiosk, the NoahFace Go App does not immediately know they
have done this. However, as soon as they either:
o Bring the NoahFace Go App to the foreground,
o Re-start the NoahFace Go App, or
o Pull down the Activity / Events list in the NoahFace Go App

their clocking status will be refreshed. The fact that the status refreshes
when the App is brought to the foreground is usually sufficient for
seamless operation.

e Ifauser clocks on using NoahFace Go, then they will be able to clock off using a
kiosk provided either:
o The kiosk is operating in “Manual” mode.
o The kiosk is configured to refresh the clocking status on every event. For

more information, see:

https://www.noahface.com/kiosk-screen-configuration#clock-in-out.

If neither of these conditions are true, then the kiosk will not know the employee’s
latest clocking status.
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Appendix C: Advanced Setup

It is possible to setup NoahFace Go so that mobile events that are recorded at a site are
directly associated with a kiosk Access Point at that site. While this is more complex to
setup, the advantage of this approach is that you can more easily report on clocking events
by site.

To use this approach you need to:

e Create a mobile Site (eg: Mobile Site).
e Create a mobile Access Point Type (eg: Mobile Type), setting the Platform to Mobile
and setting your Location mapping to either:
o Mapped
o Fenced
Set the Screen details configuration option: mapping=site
e Create a mobile Access Point (eg: Mobile Access) associated with your mobile Site
and mobile Access Point Type.
o Create a Rule to grant users access to your mobile Site and Access Point.
e Create all of your physical work Sites and set their geolocations.
e Create a kiosk Access Point Type with the same Screen type as your mobile Access
Point Type.
e Finally, create a kiosk Access Point for each of your physical work Sites (even if you
don’t plan to set up and use any iPads).

Once you have this setup in place, instead of the mapped site name being stored in the event
details, the event will be directly associated with the corresponding kiosk Access Point.
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Appendix D: Manager Sites

By default, Managers using NoahFace Go have visibility of employees across all sites.
However, it is possible to restrict Managers so they can only see employees at a single site.
There are three ways to do this as follows:

User Site
To restrict managers to only see users that have the same Site as the manager, specify the
following in your Screen Details:

site=user
This is the most common approach when you have a single mobile Access Point.

Access Point Site
To restrict managers to only see users that have the same Site as your mobile Access Point,
specify the following in your Screen Details:

site=accesspoint
Specified Site
To restrict a manager to only see users that have a specific Site, specify the name of that site

in your Screen Details. For example:

site=Melbourne
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Appendix E: Troubleshooting

The following table lists common issues and resolutions:

Issue

An employee has attempted to use
NoahFace Go on a second device, and
now cannot use their first device.

An employee has declined to give
NoahFace Go access to their location
services, and it will not allow them to
clock in.

An employee is receiving the error “You

are too far from a site.”.
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Resolution

NoahFace Go is designed to be used on a
single device only to prevent time fraud. You
need to send the employee new registration
details, and they can then reconnect on their
first device.

There are two possible resolutions:

1. Instruct the employee thatitisa
requirement of their employment that
they grant access to their location
services. In iOS or Android Settings,
they can search for “Location
Services”, find the entry for NoahFace
Go, and then set this to “Always” on
iOS or “Allow” on Android.

2. Change the location setting for your
mobile access point type to Optional.

Get the employee to check the list of sites
under Settings/Sites. This will show how far
from each site they currently are. These
distances will be updated every 30 seconds if
they refresh the page.

If the location is not particularly accurate (eg:
100+ m or 300+ ft) and the employee is using
an iPhone, verify that they have not turned
off “Precise Location” for the NoahFace Go
App in iOS Settings.

You can also consider increasing the allowed

radius around your sites, or changing from
“Fenced” to “Mapped” locations.
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Issue Resolution

Events are not being written to the Firstly, verify that the user is connected to

Dashboard for certain users. your organisation in the NoahFace Go App on
the Settings tab under Account. If the
Organisation is not set, the user will need to
re-register.

Secondly, verify that the events were
recorded locally in the NoahFace Go App on
the Activity tab and on the Events sub-tab.
Events are recorded locally first, and then are
pushed to the Dashboard in the background.
If the events are not there, it means they
were not recorded (there is no option to
delete events). If the events have a light red
background, it means they have been
captured, but they have not been sent to the
Dashboard. This usually happens if users
record events when they do not have an
Internet connection (Wifi or 3G/4G/5G).

Managers are seeing the same view as There are three requirements for the Manager
employees. views as follows:

1. The subscription must be either:
e Advanced
e Enterprise
2. The screen type must be:
e Clock In/Out
3. The user must have a role of either:
e Viewer
e Manager
¢ Administrator

Re-start the NoahFace Go App and check
these settings under: Settings/Account.
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Version History

Version
1.0.0
1.1.0
1.2.0
2.1.0

3.1.0

3.2.0
4.3.0

5.0.0

5.0.1
6.0.0
6.1.0
6.2.0
7.4.0
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Date

2 Jun 2020

9 Jun 2020
19 Nov 2020
7 Dec 2020

20 Mar 2021

21 Mar 2021
6 Jul 2021

3 Nov 2021

5 Nov 2021
18 Jan 2022
4 Feb 2022
19 May 2022
20 Jun 2022

Changes

Initial version.

Updated to reflect version 1.1 of the NoahFace Go App.
Added Troubleshooting Appendix.

Major release to add support for mapping locations to sites
and geofencing.

Extended Offline Use Appendix.

Extended Troubleshooting Appendix.

Updated Troubleshooting Appendix.

Updated Troubleshooting Appendix.

Corrected the description of the Location setting.

Major release to add support for manager, supervisor, and
team leader functions.

Added examples.

Added section on manager notifications.

Updated the section on manager notifications.

Extended Troubleshooting Appendix.

Added Manager Sites Appendix.
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